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Wireshark to sequence
diagrams

Convert Wireshark pcap to sequence
diagrams

Tuu Wireshark PCAP to sequence diagrams

i Meabile Terminating Call{AMR).pcap - Wireshark El@

Eile Edit View Go (Capture Analyze 5tatistics Telephony Tools Help

@ &l el BEX2E A+ TL|EE Qe E¥% % B
Filter: v Expression.. Clear Apply
Mo. Time Source Destination Protocol Info -
£ UL ITULUS CIDLU_ 1 £.0L.20 LUFSVIFS LI I".r'-\ljl"l U UL w UveviILe 1. FUCLl LS 3
3 7.063898 8192 4006 RANAP id-Paging
4 7.064035 172.210.0.1 172.210.0.2 SCTP SACK
5 7.115503 4096 8192 RANAP id-InitialUE-Message
6 7.115576 172.210.0.2 172.210.0.1 SCTP SACK
7 7.117218 8192 4096 SCCP (Int. ITU) cC
§ 7.117314 172.210.0.1 172.210.0.2 SCTP SACK
9 7.167827 8192 4096 RANAP id-DirectTransfer (D1
10 7.167893 172.210.0.1 172.210.0.2 SCTP SACK
11 7.218031 4096 8192 RANAP id-DirectTransfer (D1
12 7.218089 172.210.0.2 172.210.0.1 SCTP SACK
13 7.268420 8192 4096 RANAP id-RAB-Assignment
14 7.268502 172.210.0.1 172.210.0.2 SCTP SACK
15 7.669213 50.3.1.1 50.2.1.1 upP Source port: 40002 [ _
1 | 1 | b
Frame 3: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) -

Ethernet II, Src: DssNetwork_Oa:3b (00:50:c2:59:da:3b), Dst: DssNetwork_Oa:c3 (UD:SD:CE:SQ:da:|
Internet Protocol, Src: 172.210.0.2 (172.210.0.2), Dst: 172.210.0.1 (172.210.0.1) |
stream control Transmission Protocol, src Port: m3ua (2905), Dst Port: m3ua (2905)

MTP 3 User AdaptationjLayer
Signalling Connectiorontrol Part -

t
@
“a-
#
=

| »

inating Call... [.. | Profile: Default

1 Save Wireshark

capture in a PCAP file.


https://youtu.be/-X-pLScmkQk
https://youtu.be/-X-pLScmkQk
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B visualEther Protocol Analyzer 7.0 Ell = |@

License  Tools Help

Specify a Wireshark PCAP or PDML file
|C:\L.Isers\sande\DocumentﬁWisualEmer Documents\Examples\UMTS\Mobile Terminating CalllAMR).pcap

Explore Examples Browse View

2 Browse and select the PCAP file.
Specify the FIEld chatla cipiate =
|C:\L.Isers\sande\DocumentﬁWisualEmerD0cuments‘n,Examples\UMTS\UMTS.fome

Explore Examples MNew Browse Edit

Generate Diagrams

Your trizl expires in 2 days.

a N I

3 Load a sample FXT file 1alyze-
that defines the 4 Click to generate
sequence diagrams.

templates for the
messages to be included
in the sequence diagram.
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= SequenceDiagram.pdf

B rage| 11 0D FEHLR

5 VisualEther generates
a sequence diagram.

| Find

Bookmarks * i

- Mobile Terminating Call{AMR).pd
- SequenceProject

Click on MESSAQE Nanis w ass e 1IGvG usLana.

- RANAP Paging (14) RANAP Paging (14
RAMAP Initial JE-Message | ag g [ )
RAMNAP RAB-Assignment [ RANAP Paging (14)

. RANAP RAB-Assignment ( d
RAMAP lu-Release (1]
i RAMAP lu-Release (1) SCTP SACK (3)

[RANAP InitialUE-Message (19)

BAMAP InitialUE-Message (1
CN-Domainindicator {3),

- id-LAl (15)

pLMNidentity: 620110,

| (SH},

d-CN-Domainindicator (3),
d-PermanentMAS-LIE-1D (23)

(=8

L 4

] d-BAl (5
6 C||C|< On aﬂy pLMMidentity: 62f110,
- id-MAS-POU (16),
d: id-luSigConld {79},

message in the PDF file o 3Sloba D )

SCTP SACK (3) v

to see field level details.

I

Professional Edition feature: Clicking on messages is not supported in the Community Edition.

[ Frame Number: 5 x

c 0 (Dﬂle:f,v‘jC:sters,-fsande,-fDocumen‘tsf\u"\sualEther%ZODocuments,fExampI hvd

Fra me Number: 5 |expandal|‘ |co||apsea|l|

+ geninfo General information
+ frame Frame 5: 182 bytes on wire (1456 bits), 182 bytes captured
+ eth Ethernet Il, Src: DssNetwo Oa:c3 (00:50:¢2:59:da:c3), Dst: Dss
+ ip Internet Protocol Version 4, Src: 172.210.0.1, Dst: 172.210.0.2

+ sctp Stream Control Transmission Protocol, Src Port: 2905 (2905), 7 See a d eta | | ed
+ m3ua MTP 3 User Adaptation Layer
dump of the message.

+ scep Signalling Connection Control Part
-l ranap Radio Access Network Application Part
per.extension_bit 0... ... Extension Bit: False
per.choice_index Choice Index: 0
+ ranap.RANAP_PDU RANAP-PDU: initiatingMessage (0)
-l gsm_a.dtap GSM A-I/F DTAP - Paging Response
+ gsm_aﬁap.protocol_discriminator Protocol Discrimig
gsm_a.atap.msg_tr_type DTAP Radio Resources
gsm_a.rrspare ... 0000 = Spare: 0x00
- gsm_a.rr Ciphering Key Sequence Number
gsm_a.rrspare .0 ... = Spare: 0x00
gsm_a.rr.ciphering_key_seq_num ... .000 = Ciphering Key Seq
+ gsm_a Mobile Station Classmark 2

gement Mes:
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Select messages and parameters to
include in sequence diagrams

Youlll) Add parameters to messages

‘ Maobile Terminating Call{AMR).pcap

File Edit View Go Capture Analyze Statisti

Am 7@ B ] &= =]

[l |A|:u|:u|'-r' a display filter ... <Ctrl-/=

Mo, Time Saurce Destination
3 7.863398 3192 4896

- 4 7.864835 172.218.8.1 172.218.8.
5 7.115583 4895 3192
6 7.115576 172.218.8.2 172.218.8.
7 7.117218 8192 4896
3 7.117314 172.218.8.1 172.218.8.
9 7.167827 3192 4@96
1w/ 7.1R7R93 172.27a.48.1 1722704

Frame 3: 138 bytes on wire (1848 bits),
Ethernet II, Src: DssNetwo_@a:3b (@8:58
Internet Protocol Version 4, Src: 172.2:
Stream Control Transmission Protocol, S
MTP 3 User Adaptation Layer
Signalling Connection Contrel Part
% Radio Access Network Application Part
¥ RANAP-PDU: initiatingMessage (@)
% dinitiatingMessage
procedureCode: id-Paging (14)
criticality: ignore (1)
v walue

Expand Subtrees Shift+Right
Expand All Ctrl+Right
Collapse All Ctrl+Left
Apply as Column

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize with Filter

Follow

Copy
Show Packet Bytes...
Export Packet Bytes... Ctrl+H

Wiki Protocol Page
Filter Field Reference

Protocol Preferences

Decode As...
Go to Linked Packet

Show Linked Packet in New Window

() ¥ procedureCode {ranap.procedureCode), 1 byte

] Right click and

Note that Wireshark

also displays the
fieldname in the status

— O *
Z] Expression... =+
A
IUE-Message
All Visible [tems
All Visible Selected
Description
Field Marme h
Value
As Filter
Bytes as Hex + ASC

.85 Hex Dump
...as Printable Text
...a5 a Hex Stream

...as Raw Binary

Profile: Default

copy the field name.


https://youtu.be/RqA8yMt2PC8
https://youtu.be/RqA8yMt2PC8
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Define a FXT file with templates for messages you wish to include in the message.

2 Click “SCTP". The
selected field code is

used as the opcode.

ﬁ UMTS.fxtxml - VisualEther FXT Editor
File Edit Protocol Filkers Tags  Attributes  Styles  View  Window  Help

QO Hd @ #$ 2@ 9 ™ find &[] scTp TCP UDP
P WIFl MAC Custom | param remark | regex bookmark style filtter | IPvE

UMTS.fxt.eml - ¥

18 <FET> A

18 E <1—— Call control messaly

20 — <sctp-message stvle="LluscN

21 <opcode regex-match=".*DTL r0l Message Type [.*)" re

22 <param regex-match="EZCD )

23 <param>gsm a.dtap.numbe ) )

24 <param>gsm a.dtap.cause 3 S|m||ar|y Copy the

25 <param regex-match="ECD

| </ecrrmessees fieldnames from Wireshark

28 <!—— Mobility management . I 1,

28 ] <«sctp-message stvle="purp aﬂd C||C|< param -l:or eaCh

30 <opcode regex-match=".~*

31 <param regex-match="5CD para meter

32 <param>gsm a.dtap.numbe . .

33 <paraﬂ.>gsm_a.dtap.causs_-{,-'rparaﬂ.}

34 <param regex-match="BCD Digits: (.*)" regex-replace="IM3I: Z1":

35 </ sctp-message>

36 -

. 1 1

< Note: We selected "SCTP

as the message type. You
K UMTS fteml - VisualEther FXT Editor can choose between SCTP,

File  Edit Protocol Filters Tags  Attributes
EPST > | (", UDP, 1P, WIFL, MAC,

or roll out your custom
filter | IPvE message type
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@'v'isLlaIEtherprctcchinal}-‘:er?.C E“ = | ==

License  Tools Help

Specify a Wireshark PCAP or PDML file
|C:RUsers‘n,sande\DocumentsWisualEmer Documents\Examples\UMTS\Mobile Terminating Call(AMR).pcap

Explore Examples Browse View

4 Click the “Generate Diagrams”
button and find the newly added

message in the sequence diagram.

options Generate Diagrams

Your trial expires in 2 days.

VisualEther Protocol Analyzer 7.0 |:|
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Bookmark messages for quick access

’l'llu Bookmark error conditions in PDF

<?xml version="1.0" encoding="utf-8"?>
<FXT>

<!-- Message Template for Domain Name System (DNS) Extraction -->
<!-- Capture DNS messages apply the greenkhaki style. Use the
“bookmark” attribute for quick navigation in the PDF file. -->
<udp-message style="greenkhaki" bookmark="true" >
<opcode regex-match=""Domain">dns<NgQpcode>
<param>dns.qgry.name</param>
<param>dns.resp.name</param>
<param>dns.Addr</param>
</udp-message>

1 Select the messages
to be bookmarked.

<!-More templates .. -->
</FXT>

= SequenceDiagram.pdf

k'|_,".!;|Page: 1/5 “-_‘/l‘_‘,_,ﬁjﬁ')lﬁnd| 4 ) &
Bookmarks *
- internet_org_access_http_d HTTP|GET /
- SequenceProject Frame Number: 9,
. [TCP Segment Len: 330
- Domain Name Syst F!equas? Version: HTTP/1.1

. Domain Name Systi

M Hypertext Trapsfer Protocol
=
-‘womain Mame Syst Frame Number: 10

TCP Segment Len: 90

- Domain Name Systi

- Dormain Mame Syst -
- Domain Name Systi |D0ma||’l Name SySIem (querY)

- Domain Name Systi Domain Name Bystem (query)

Frame Mumber: 11,
ame: fonis. !]II(Z—;]'E-'F_II 5.com

[Domain Name System (query)

Domain Name pysiem (query)

Frame Mumber: 12,
ama: static.ak fbodn.net

2 Bookmarked messages let

Domain Name System (response)

you navigate quickly through a
large sequence diagram.



https://youtu.be/UefS_4gqzK0
https://youtu.be/UefS_4gqzK0
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Use regular expressions for content
based filter selection and styling

YoulIH Add style and color

Youllll) Flag error messages with regular expressions

<?xml version="1.0" encoding="utf-8"?>
<FXT>
<!-- Template for Domain Name System (DNS) Extraction -->
<!-- Capture DNS messages that end with “(query)”.
Apply the greenkhaki style.
Also bookmark in PDF.
.-
<udp-message style="greenkhaki" bookmark="true" >
<opcode regex-match="\(query\)$">dns</opcode>
<param>dns.qgry.name</param>
<param>dns.resp.name</param>
<param>dns.Addr</param>
</udp-message>

<!-- Other DNS messages are included h
<udp-message style="greenkhaki">
<opcode regex-match=""Domain">dns4

Filters can be applied
<param>dns.qgry.name</param>
<param>dns.resp.name</param> on the content Of

<param>dns.Addr</param>

</udp-message> the captured field.

<!-- Template for Hypertext Transfer F

<tcp-message style="redblue">
<opcode>http.request.method</opcode>
<param>http.request.uri</param>
<param>http.request.version</param>
<param>http.response.code</param>
<param>http.If-Modified-Since</param>
<param>tcp.len</param>

</tcp-message>

<!—more... -->

</FXT>


https://youtu.be/N_NngxdqoIA
https://youtu.be/UefS_4gqzK0
https://youtu.be/N_NngxdqoIA
https://youtu.be/UefS_4gqzK0
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Use regular expression substitution to
customize the displayed text

Youllll Customize message titles with regex

<?xml version="1.0" encoding="utf-8"?>
<FXT>

<!-- Call control messages -->

<sctp-message style="bluegreen">
<opcode regex-match=".*DTAP Call Control Message Type: (.*)"

regex-replace="DTAP CC $1">gsm_a.dtap_msg cc_type</opcode>

<param>gsm_a.cld_party_bcd_num</param>
<param>gsm_a.numbering_plan_id</param>
<param>gsm_a_dtap.cause</param>
<param>gsm_a.imsi</param>

</sctp-message>

<!-- Mobility management messages -->

<sctp-message style="purpleblue" bookmark="true">
<opcode regex-match=".*DTAP Mobility Management Message Type: (.*)"

regex-replace="DTAP MM $1">gsm_a.dtap_msg mm_type</opcode>

<param>gsm_a.cld_party_bcd_num</param>
<param>gsm_a.numbering_plan_id</param>
<param>gsm_a_dtap.cause</param>
<param>gsm_a.imsi</param>

</sctp-message>

<!-- RANAP signaling -->

<sctp-message style="redblue">

<opcode regex-match="procedureCode: id-(.*)"

regex-replace="RANAP $1">ranap.procedureCode</opcode>

<param>ranap.pLMNidenti param>
<param>ranap.id</parag
<param>gsm_a.imsi<

</sctp-message>

<!—mg¢
</FXT>

You can further customize the content of opcodes
and parameters with regular expression
substitution.

Group the patterns you are interested in and
reference them with $71, $2 ...


https://youtu.be/x8cW6yyoDLg
https://youtu.be/x8cW6yyoDLg

VISUALETHER PROTOCOL ANALYZER 7.2

Specify a host file to map IP addresses
to meaningful names

Professional Edition feature: HOST files are not supported in the Community Edition.

Mobile Terminating Call(AMR).pdml (SequenceProject)
172
172.210.0 —
172.210.0.1 | 132.210.0.2

Click on message name to see field level details.

RANAP Paging (14)

d : id -CH -Domainindicator (3},
d - id -PermanentMAS -UE -1D (23

BN | By default, IP addresses
RANAP InitialUE -MessaciiisYgia) Used |n Sequence

d - id -CM -Domainlindicator (3},
d - id -LAl (15), . 0
pLMMidentity - G2F110, d g h d g
SR, lagram neaaings.
pLMMidentity - G2f110,

d - id -MAS -FDU (16),

d - id -luSigConid (73).

d : id -GlobalRMC -ID (28),
pLMMidentity - 621110,

BCD Digits - 123458720020000

2 Map the addresses
to names in HOSTS.txt

# Hosts file for the UMTS4Xam . ..
172.210.0.1 UTRANL @ file and place it in the
172.210.0.2 CoreNetworkl same directory as the

PCAP file.
Mobile Terminating Call(AMR). pdml| {lﬁmemepmjecl}

CoreNetwork] UTRANT |

Click on message name to see n. =l details.
RANAP Paging

z;:s:E:;maz:::ngi’fa-sz.@-ﬁ3 - 3 Generate diagrams.
Notice that the

Bl sequence diagrams now

use the hosts file

d - id -GlobalRNG -ID (28),
lpLMNidentity : 62f110,
BCD Digits - 123456780020000

SCTP SACK (3)

RAMNAP InitialUE -Message (19)
d - id -CM -Domainindicator (2],
d - id -LAI (15).
oL MMidentity : 82110,

translation.

10
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Choose between port level and IP
address level sequence diagrams

Professional Edition feature: Community Edition is limited to IP axis based diagrams.

VisualEther lets to draw sequence diagrams at IP address level or port level. The difference between
the three options is best explained with the Options dialog selection and the generated sequence
diagram.

Draw instance axis at IP address level

Draw sequence diagram instance axis at

() TCP. UDP and SCTP port level
() IP Address level and display port numbers

® |P Address level

— - O x
= SequenceDiagram.pdf

._'|_,".!_.|Page: 3/5 \,_-“-_.,»|fﬁf,i,}9}9|Find:| 40 3

internet_org_access_hitp_dns.pdml (SequenceProject)
51.13.69.178 [ 23.67.244.112 [ 192.168.1.2 [ 23.67.244.155 [ 192.186.1.1
HTTP GET|/rarc.php/v2/yQ/r/xRozY)20GBU js

Frame Mumber: 43,
TCP Segrnent Len: 372,
Fagueet Version: HTTRM A

Ut ertext Transfer Protocp

Frame Number; 46,

Seq Uence TCP Segrment Len: 61
HTTP GET] .-'rsn:.php.-"*.rE.-';.rS.-'r."Zthg SoxPw.js

diagram axis at IP
address level.

FReguest Version: HTTR/M.1

—

ypertext Transfer Protoch

Frama Mumber: 48,
[TCP Segment Len: 759

HTTP GET ."rsrc.phn-’vE.":.rx.-’r.-’xl}(Kl-r Y mb-f.png

Frama Mumber: 49,
[TCP Segment Len: 357,
Hacues!t Version: HTTRM 1

-

vpertext Transfer Protocp W

11
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Draw instance axis at IP address level and display port
numbers

Draw sequence diagram instance axis at:

() TCP. UDP and SCTP port level
@) IP Address level and display port numbers

() IP Address level

— ) - O ot
= SequenceDiagram. pdf
._E.!_.|Page: 377 \,_-"-_,/|:ﬁfp:_*,}9}9|Find:| 40 &
internet_org_access_hitp_dns.pdml (SequenceProject)
51.13.69.176 | 23.67.244.112 [ 192.168.1.2 | 2367244155 | 192 168.1.1

HTTP GET /rsrc.phpiv1/yR/r/sSTRDIVEXi.jpg

Frame Number: 35,
TGP Segment Len: 357]
Request Version: HTTR1 .1

Hypertext Transter Protocp
.-
Source and iy,
destination PO WSS HTTP GET|/rsre.phpivt ypirisc RS0 jpg

.
are displayed. e

Request Version: HTTRA1.1

Hypertext Transfer Protocp

Frama Mumber: 38,
TCP Segment Len: 125

HTTP GFT kerr nbrfu@2hQielFRERO ARY 2w rnn

12
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Draw instance axis at TCP, UDP and SCTP port level

Draw sequence diagram instance axis at

® TCP. UDP and SCTP port level
() IP Address level and display port numbers

) IP Address level

— — O >
== Sequenceliagram.pdf
[ | Page: 3/9 2| = B 2 2 Find | 4 ) &
2 23.67.244.155
168.1.286)192 1681246/ 1921681 245 152, 168.1. 286/ 192 1681245192168 1 .2#5|1 216812861 HE.1EE.1.2#5|192_163.1 2H5|23.67 244 155(
0660 4852 2405 0G4 5518 4878 0657 380 BaET 250
Hypertext Trapsfer Protochl
perf 28,
i len: 36 Sequence
diagram axis are
Domain Mame Bystern (qudry)
at port level.
HTTP GET frsre.php/v2yDir/Aedc dY ek
per} 30
1l Wen: 357
sicgn: HTTRA A
HTTP GET [rsrc.php/valys/r/D9tma2q8T].png .
HTTP GET /rsrc.phpiv1/yA/rivrgknEBartH.jpg
< E a >

13
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Filter out periodic and traffic messages

When capturing SIP and IMS calls, RTP and RTCP packets can crowd out the signaling handshakes.

Periodic messages like the Wi-Fi beacon can also clutter the generated sequence diagram.

A filter attribute can be added to filter out periodic and traffic flow messages. When the filter

attribute is set, only one message of the matching message type is displayed.

,
juir

Sequenceliagram. pdf

Real-Time Tran

ol= B P8

SIP/2.0 1

S1P Trom addrass: sip:2503@1
ICSeq: 2 REGISTER,

Server: Brekeke OnDO SIP Ser

SIF2.0

SIP from address: sip:2503@1
ICSeq: 2 REGISTER

[Server; Brekeke OnDO SIP Serper |

sport Protocol

1 A

Payload type: ITU-T G.711 PCK

wmber: 52731

mp: TE7 118487,
Symchronization Source identid

1A (8)
er: On9a7b5382 (2591773570

sport Protocol

pied

o
A 8],

| Find: |rtp
[0 Trying
2 168,105,105

ver (1.2.4.3/144)

200 OK
B2.168.105.105,

| The SIP-RTP sample
results in a /6-page
call flow if all RTP
packets are shown!

Synchronization E::ltl ce identiffer: OxSa7p5382 (2591773570
Real-Time Transport Protocol .
Fayload typa: ITU-T G.7171 PCKA (8)
Sa numbar: 2521,
IT pr 3931093641
Synchronization Source identifler: 0x57110f84 (1460730932)
_ Real-Time Transport Protocol
Payload type: ITU-T G.711 PCKA (8)
5 ce number; 3
Timastamp: 76711896
Symchronization Source identifler: Ox%a 5382 (2591773570
Real-Time Transport Protocol L
Mk ITIHI T A I . v
>

14
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<udp-message filter="true">
<opcode display="brief">rtp</opcOtre

<param>rtp.p_type</param>
<param>rtp.ssrc</param>
<param>rtp.seq</param>

<param>rtp.timestamp</param>

2 Add a filter for RTP

messages. This
removes out all but

¢/udp-message> one RTP message in
each direction.
_ - O X
= SequenceDiagram.pdf
SIP/2.0 1p0 Trying a
S1P from address: sip: 2503102 168,.105.105
ICSeq: 2 REGISTER,
Server: Brekeke OnDO SIP Serper (1.2.4.3/144)
SIP/2.0[200 OK
SIP from address: sip:2503@1B2. 168,105,106,
ICSeq: 2 REGISTER
IServer; Brekeke OnDO 51P Serper (1.2.431
B Real-Time Transport Protocol 3 1 1
ST It Set the filter attribute
e NUMmEEr: 5 fa
*EI:-"'."-: ’-Iitn'.iL::n Sl:uu'ct identifler: Ox9a7b5382 (2591773570 | n th e thxm | ﬂ |e 5 T he
e e e Call flow shrinks to 4
ayload type: G.711 PCHIA (8),
quen .'E.'{E'f?'.;ff«az-"
Sy 5-::IL‘.'||E»|':|:'J|:| E..lut“ identiffer: 0x57110fB4 (1460780932) pa g eS fOC U Sed O n Ca | |
Event ID: DTRIF Six S|g na | | ng
Payload type: telephone-event [ 96), i
Saguence numbar: 62676,
Timestamp: 3931130841
Fynchronization Source identiffer: 0x57110f84 (1460730932)
Event ID; DTMVIF Six 6 (6) >
Payload type: telephone-event [96),
Saguence number: B2677,
Timestamp: 3931130841,
Synchronization Source identifler: 0x57110f84 (1460780932)
Event ID: DTRIF Six 6 (6) . v
Briilmand hima & andh o + NACh I .
< o >
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Extract tunneled messages

When dealing with tunneling protocols like GTP you can choose between the outer and the inner
message by specifying the skip attribute.

B Frame 9: 174 bytes on wire (1392 |
= Ethernet II, src: 00:00:00_00:00:( (j .r |
= Internet Protocol version 4, src: By e aU t,
version: 4
Header Length: 20 bytes \/ |E h || |
pDifferentiated services Field: |Sua t er WI Se eCt

Total Length: 1&0
Identification: 0x0000 (0}

Flags: Dxﬂif(m::nﬂ't Fragment) the ﬁe|ds from the
Fragment offset: 0
outer message

Time to live: 64
Protocol: UDP (l !

Source GEGIP
[Destination GeoIP: Unknown]
User Datagram Frotocol, Src Port: 3386 (3388), Dst Port:

O &

GPRS Tunneling Protoco]
[ Flags: 0Oxle
Message Type: T-PDU (0xff)
Length: 112
Sequence number: 0x0000
Flow label: 0x0001
SNDCP N-PDU LLC Number: Oxff
TID: 2400101234567890 ' 0
r-00 Data 112 bytes Fields from the inner
= Internet Protocol version 4, src

:Egzxnieigth: 20 bytes message Can be

F Differentiated Services Field: .
Total Length: 112 | (j k) rw
Identification: 0xa%a2 (4343 Se eCte y USlng t e

F Flags: 0x00

Fragment offset: 0 Sklp ”/IH a‘ttrlbute

Time to live: 64
Protocol: ICMP (l}

16
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Capturing the outer message

VisualEther defaults to capturing the outer message.

<?xml version="1.0" encoding="utf-8"?>
<FXT>
<message>

<opcode>gtp.message</opcode>
<param>gtp.length</param>
<param>gtp.teid</param>
<param>gtp.seq_number</param>
<param>gtp.apn</param>
<param>pap.code</param>
<param>gtp.gsn_ipv4</param>
<param>gsm_map.address.digits</param>

<source>
<address>ip.src</address>
</source>
<destination>
<address>ip.dst</address>
</destination>
</message>
</FXT>

Capturing the inner message

Adding a skip-attribute results in VisualEther ignoring the outer message fields and capturing the

fields from the inner message.

<?xml version="1.0" encoding="utf-8"?>
<FXT>
<message>

<opcode>icmp.type</opcode>

<param skip="1">ip.len</param>

<source>
<address skip="1">ip.src</address>

</source>

<destination>

<address skip="1">ip.dst</address>
</destination>
</message>
</FXT>

17



VISUALETHER PROTOCOL ANALYZER 7.2

Specify the color and style for messages

<?xml version="1.0" encoding="utf-8"?>
<FXT>
<!-- Message Template for Domain Name System (DNS) Extraction -->
<udp-message style="greenkhaki">
<opcode regex-match=""Domain">dns</opcode>
<param>dns.qgry.name</param>
<param>dns.resp.name</param>
<param>dns.Addr</param>
</udp-message>

<!-- Template for Hypertext Transfer Protocol (HTTP) Request Extraction -->
<tcp-message style="redbluel>
<opcode>http.request.met
<param>http.request.uri</p3
<param>http.request

paebdabanh | Add a style to a filter to
<param>tcp.len</pa .
choose the font, size and color.

</tcp-message>

<!-- Template for Hype X
<tcp-message style="purpleblue">
<opcode>http.response.code</opcode>
<param>http.request.uri</param>
<param>http.request.version</param>
<param>tcp.len</param>
</tcp-message>

<!-- Default Message Template for Hypertext Transfer Protocol (HTTP) -->
<tcp-message style="bluegreen">
<opcode>http</opcode>
<param>http.request.uri</param>
<param>http.request.version</param>
<param>http.response.code</param>
<param>tcp.len</param>
</tcp-message>

</FXT>

18
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— | .
= SequenceDiagram.pdf X
[ | Page: 5/5 2@ |5 2 2 2 Fina| 4
S R e ] e TR o
23.67.244.112 | 192.168.1.2 | 23.67.244.155 | 19
H@ertext Transfer Protocpl
Frame Mumber; 86,
TCP Segment Len: 1162
H';[P Status Code: 200HTTP
Frame Number: 87,
TGP Segment Len: 997,
Requast Version: HTTRM 1,
Content-Type: application/x-jadascript;
charset=uti-8,
Requast in frame: 83
Hﬂ]c-rmxt Transfer Protocpl
Frame Number: 88,
TCP Segment Len: 958
Hypertext Transfer Protocpl
Frame Number: 89,
TCP Segment Len: 403
Hypertext Transfer Protocpl
Frame Mumber: 90,
ITCP Segment Len: 80
Hypertext Transfer Protocpl
Frames Mumber: 91,
ITCP Segment Len: 522
HTTP GET rsrc.phpfuﬁyzfrﬁﬂ‘dﬂ% H3Gexb.js
Frame Mumber: 92,
P Sagment Len: 372
bauest Version: HTTPM A v
< >

2 Regenerate documents
with selected styles.
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VisualEther Options *
p
Draw sequence diagram instance axis at
Max parameters per message
(O TCP. UDP and SCTP port level
(O IP Address level and display port numbers Packets per PCAP file

® IP Address level Clicking on a message title in the PDF segence diagram
shows complete message contents at field level.

EventStudio path

| Browse

3 Customize the themes by

| Browse

editing the VisualEther.fdl file.

| Browse

Style and Theme File
CAUsers\sande\Documents\VisualEther Documents\Include\VisualEther fdl Browse Edit

Default HOSTS file

| | Browse Edit

[J Limit diagram to nodes in the HOSTS file

Sample styles

style redblue: textcolor=FIREBRICK, color=ROYALBLUE, paramcolor=SLATEBLUE
style bluegreen: textcolor=DODGERBLUE, color=LIMEGREEN, paramcolor=FORESTGREEN
style bluegrey: textcolor=MEDIUMBLUE, color=GREY, paramcolor=DIMGREY

style greenkhaki: textcolor=OLIVEDRAB, color=DARKKHAKI, paramcolor=0LIVE

style purpleblue: textcolor=PURPLE, color=DARKBLUE, paramcolor=DODGERBLUE

20
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Explore the examples

You([TH) Explore the examples

Get started with examples that cover a range of protocols from ARP to X.509. The examples
include PCAP files, extraction template files (.FXT.XML).

Some examples include Hosts.txt file that allows you to substitute IP address axis headings with
host names.

The examples are installed in:

My Documents\VisualEther Documents\Examples

Ty | Click "Explore Examples” to g
browse the available examples.

Specify a Wireshark PCAP or PDML i
|C:RUsers‘.,sande\DocumentsWisualEﬂ']

xamplesiUMTS\Mobile Terminating Call{AMR).pcap

| Explore Examples

Browse View
Specify the Field Extraction Template (FXT) file
|C:RUsers‘.,sande\DocumentsWisualEﬂ']erDocumentsRExampIesRUMTSRUMTS.fome
Explare Examples MNew Browse Edit
Options Help

Your trial expires in 3 days.

VisualEther Protocol Analyzer 7.0
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2 Choose from more

than 45 examples.

€ VisualEther Docurmnents » Examples v Search Examples y
Organize Mew folder TE » [T 0
Examples ” ARP IMAP RIP X500
ARP BGP IS RTSP XN
BGP Bluetooth PRI SIGTRAN X509
Blustaath CAMEL IPvE SIP-RTP
CAMEL Default ISUP 5IP-Video
DHCP Kerberos SOAP
Default )
Diarneter LDAP 55H
DHCP DNP3 LTE ssL
Diameter EIGRP MAP TCP
DMP3 Frame Relay MFS UMTS
EIGRP FTP NTP Voice Over [P
Frame Relay GTP OpenFlow VolTE
TP H323 QOSPF VolTE-5MS
HSRP P VRRP
GTP
HTTP-DMS PPP VXLAMN
H323 IGMP Protocol Sampler Web Browsing
H5RP IKE Radius WiFi
HTTP-DMS A
File name: ~ | | PCAP Files (*.pcap, *.cap, *.pca ~
Open Cancel
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run-all.bat — Script diagram generation

| C:\Users\Sandeep\Documents\VisualEther Documents\Examples\run-all.b... E@

Window 7 X

= 1[F= »

File Edit 5earch View Encoding Language Settings Macro Run  Plugins

cEHEEGE| s hEh e by @ x|BE

[ run-all bat Eil
11 start /wait vether BGP/bgp.pcap BGP/BGP.fxt.xml ~
12 start /wait vether BGP/BGP_MP NLRI.cap BGP/BGP.fxt.xml
13 start /wait vether BGP/BGP_soft reset.cap BGP/BGP.fxt.:
14 start /wait wvether DHCP/"DHCP MessageType 10,11,12 and
15 start /wait vether Diameter/diameter-and-other-protocol
16 start /walit vether DNP3/DNP3ReadRegquest.pcap DNP3/DNFP3.
17 start /wait vether DNP3/DNP3SelectOperateRequest.pcap I
18 start /wait vether EIGRP/EIGRPvZ subnet transition.cap
1% start /wailt wvether "Frame Relay"/ICMP across frame rel:
20 start /wait vether FTP/FTP-Telnet.pcap FTP/FTP-Telnet.d
21 start /wait vether Bluetooth/Bluetoothl.pcapng Bluetoot
22 start /wait vether Bluetooth/bluetocoth-1Zping.pcap Blue
23 start /wait vether CAMEL/camel?.pcap CAMEL/camel.fxt.=xn
24 start /wait vether EIGRP/EIGRPvZ subnet transition.cap

{?.:. start fwait vether GPRE/Alcatel Fricsson._ncan ('-'FDRRJ"('—TDF;FV

length: 4776 |Ln:1 Col:1 Sel: 0|0 Dos\Windows AMSI as UTF-2 M5

Add the VisualEther installation directory to the default search path. Use the start /wait primitive in
batch files to invoke VisualEther via a command-line interface.

The run-all.bat sample batch file in the Examples directory generates diagrams from all the samples
included with VisualEther.
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FXT reference

Supported protocols

<?xml version="1.0" encoding="utf-8" ?>

<FXT>
<!-- Message Templates for Session Initiation Protocol (SIP) Extraction -->
<udp-message>
<opcode display="brief">sip.Request-Line</opcode>
<param display="brief">sip.from.addr</param>
<param display="brief">sdp.connection_info</param>

<udp-message>
<opcode display="brief">sip.Request-Line</opcode>
<param display="brief">sip.from.addr</param>
<param display="brief">sdp.connection_info</param>

<!-- Message Template for File Transfer Protocol (FTP) Extraction -->
<tcp-message>

<opcode display="brief">ftp</opcode>

<param display="brief">ftp.response.code</param>

<param display="brief">ftp.response.arg</param>

<param display="brief">ftp.request.command</param>

dtcp'messw

<tcpv6-message>
<opcode display="brief">ftp</opcode>
<param display="brief">ftp.response.code</param>
<param display="brief">ftp.response.arg</param>
<param display="brief">ftp.request.command</param>
</tcpv6-message>
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<!-- Message Template for Transaction Capabilities Application Part (TCAP)
Extraction -->
<sctp-message style="redblue">

<opcode>tcap</opcode>
<param>tcap.oid</param>
<param>tcap.application_context_name</param>
<param>tcap.otid</param>
<param>tcap.msgtype</param>

</sctp-message>

SCTP v4 for telecom signaling

<sctpv6-message style="redblue">

<opcode>tcap</opcode>
<param>tcap.oid</param>
<param>tcap.application_context_name</param>
<param>tcap.otid</param>
<param>tcap.msgtype</param>

</sctpvb-message

SCTP vb6 for telecom signaling

<!-- Message Template for Internet Control Message Protocol (ICMP)
Extraction -->
<ip-message>
<opcode>icmp.type</opcode>
<param>icmp.seq</param>
</ip-me e>

<ipv6-message>
<opcode>icmp.type</opcode>
<param>icmp.seq</param>

</ipv6-message>

<!-- Display the beacon message, but filter out duplicates -->
<wifi-message filter="true" style="grey">
<opcode regex-match="Type/Subtype: Beacon (.*)" regex-
replace="IEEE 802.11: Beacon $1">wlan.fc.type_subtype</opcode>
<param>wlan.seq</param>
<param regex-match="Tag interpretation: (.*)" regex-
replace="$1">wlan_mgt.tag.interpretation</param>
<param>data.len</param>

</wifi-message
WiFi — 802.11 Wireless LAN
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<!-- Display ARP messages -->
<mac-message style="purpleblue">
<opcode regex-match="Opcode: (.*)" regex-replace="ARP $1">arp.opcode</opcode>
<param regex-match="(.*)\((.*)\)"
regex-replace="Who has $2?">arp.dst.proto_ipv4</param>
<param regex-match="(.*)\((.*)\)"
regex-replace="Tell $2">arp.src.proto_ipv4</param>

</mac-message
XS Ethernet frames

Define your own protocols

You are not limited to the predefined protocols. You can add filters for any custom protocol using

the <source> and <destination> tags.

The following example demonstrates how the source and destination entities can be specified using

the source and destination tags. These address tag in source and destination identifies the node. The
port tag specifies the field that maps to the port number. Here the originating and destination point

codes are used as the source and destination nodes. The SLS field is used as the port number.

<?xml version="1.0" encoding="utf-8" ?>
<l---->
<FXT>
<!-- MAP (Mobile Application Part) messages -->
<message style ="purpleblue">
<opcode
regex-match="private: \d{4} (.*)"
regex-replace="MAP $1">ansi_tcap.private</opcode>
<param>ansi_map.bcd_digits</param>
<param>ansi_map.mscid</param>
<param>ansi_map.serviceIndicator</param>
<param>ansi_map.actionCode</param>
<param>ansi_683.for_msg_type</param>
<param>ansi_683.rev_msg_type</param>
<param>ansi_tcap.ComponentPDU</param>
<source>
<address>mtp3.opc</address> 1
<port>mtp3.sls</port> SS7SUppCWtadded\NWh
</source>

cdestination> point codes as addresses

<address>mtp3.dpc</address>
<port>mtp3. sls</port> and SLS as port number.
</destination>
</message>
</FXT>
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Specify the message type and
parameters

<opcode>

RANAP RAB -Assigriment (0)

Id : 1d -RAB -SetupOrModifiedList (52),
Id : id -RAB -SetupOrModifiedltem (51),
Id : i1d -Ass - -Parameters (90)

The <opcode> tag
extracts the message
name. A message is only
included if a matching
<opcode> tag is found.

<sctp-messgg® style="redblue">
<opcode regex-match="procedureCode: id-(.*)"
regex-replace="RANAP $1">ranap.procedureCode</opcode>
<param>ranap.pLMNidentity</pgram>
<param>ranap.id</param>
<param>gsm_a.imsi</param>
</sctp-message>

Use the <param> tag to specify
the parameters that should be

included with the message.
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Include remarks

DTAP CC Disconnect (0x25) Frame 292 : 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
001 0000 = Cause - (16) Normal call clearin

SCTP SACK (3) _ Nov 6, 2009 05 :59 :37.831462000 Eastern Standard Time

-

<sctp-message style="purpleblue" bookmark="true">
<opcode regex-match=".*DTAP Mobility Management Message Type: (.*)"
regex-replace="DTAP MM $1">gsm_a.dtap_msg_mm_type</opcode>
<param>gsm_a.cld_party_bcd_num</param>
<param>gsm_a.numbering plan_id</param>
<param>gsm_a_dtap.cause</param>
<param>gsm_a.imsi</param>
<remark>frame</regark>

</sctp-message>

You may also specify a <remark> tag

to display a field next to the message.
If no tag is specified, the time of
message receive will be displayed.
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Attributes

Bookmark messages

Color the messages in a Bookmark the
combination of Green message in PDF for

and Khaki colors. easy access.

<udp-message style="greenkhaki" bookmark="true" >

<opcode regex-match="\(query\)$">dns</opcode>
<param>dns.qgry.name</pags
<param>dns.resp.name</para ()rﬂy match DNS

<param>dns.Addr</param>
</udp-message> messages that end
with the string

‘(query)”

Substitute default Wireshark text with regular
expressions

<sctp-message style="redblue">
<opcode regex-match="procedureCode: id-(.*)"
regex-replace="RANAP $1">ranap.procedureCode</opcode>
<param>ranap.pLMNidentity</pgeam>
<param>ranap.id</param>
<param>gsm_a.imsi</param

¢/sctprmessage> Replace Wireshark text. The

extracted part is substituted with $71.
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Filter out periodic messages

<!-- Display the beacon message, but filter out duplicates -->
<wifi-message filter="true" style="grey">
<opcode regex-mategg"Type/Subtype: Beacon (.*)"
regex-replact E 802.11: Beacon $1">wlan.fc.type_subtype</opcode>
<param>wlan.seq</param>
<param regex-match="Tag inW¥
regex-replace="$1">wla
<param>data.len</param>
</wifi-message>

ion: (.*)"
Baterpretation</param>

Filter out periodic and voice traffic
by specifying the filter attribute.

Choose the field to select from multiple occurrences in
a message

Use the skip attribute to ignore the specified number of occurrences of a field code. Use the skip
attribute to extract tunneled messages.

<?xml version="1.0" encoding="utf-8"?>
<FXT>
<message>

<opcode>icmp.type</opcode>

<param skip="1">ip.len</param>

Use the skip attribute
ignore the first

<source>
<address skip="1">ip.src</address> .
¢/source>, occurrence of the field.
<destination>
<address skip="1">4 </address>
</destination>
</message>
</FXT>
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Regular expressions

The samples included with VisualEther should be suitable for a large variety of matching and
searching scenarios. For more complicated needs we recommend:

Regular expression — quick reference
http://msdn.microsoft.com/en-us/library/az24scfc.aspx

Free regular expression tool - Expresso
http://www.ultrapico.com/expresso.htm

L} Expresso - Sample.xso E@

File Edit Settings Library Tools Help
DiHE realR QDO
Design Hode

(?<Month=\d{1,2})i{?<Day=\d{1,2})/(?<Year=(?\d{4}[\d{2})) #  Collapse Expand Edit Delete [[] Show Whitespace

-- [Month]: & named capture group. [\d{1.2}]
[Dayl: A named capture group. [\d{1.2)]

< » -- [fear]: A named capture group. [(7\d{d}\d{2})]
$6 [${Day}-5{Month}-${Year}] g
L) [

Characters |Gmups | Special | Position | Misc I Repetitions | Options | Altematives | ASCIl | Substi‘luhons‘

e
Character class Repetitions
[T Match only if absent As few as possible ?

() Any character (@ Just once

@) Alphanumeric ‘wv @ Ay number ™

(2) Any number
() Digit \d -
B () One or more +

() Whitespace ‘s

_ () Zero orone ?

() Specific character X

() Named Class \p{Class} All Control Chan ) Bxactly n in} n 1

(©) Specied Set [azA-Z] azhZ @ Aleastn )} m 3

(2) Class Subtraction [a-z-aeiou]] ) Between n and m {n.m}

az minus  asiou

Compiled [“lgnore Case  [] Muttline [7] Bxplicit Capture
[ ECMA Script ] lgnore White  [] Singleline [T Right to Left  [¥] Culture Invariant
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Working around incomplete Wireshark
field definitions

In rare cases, you will find that Wireshark does not have the correct field definition.

For example, the MP Reach NLRI fields do not have a field name (normally field name is displayed in
the status bar).

= Network layer reachability information (27 bytes)
= 2001:db8:2:2::/64

MP Reach MLRI prefix length: 64

MLRI prefix: 2001:dbB:2:2::

m P s AkR -7

200 c2 01 Ob 7e 00 0O 85 dd 6c 00
20 00 00 00 80 06 40 - SO oo oo
220 00 00 00 00 00 02

gﬁg gg 23 gg gg ggz ﬂ% In such cases text before the colon

LIS May be used as the field name.

<paramrbgp.MP Reach NLRI prefix length</param:
<paramrbgp.MP Reach NLRI prefix</param:
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Colors

A handy reference for predefined colors in EventStudio. Use these definitions to define your own
styles in VisualEther.fdl file.

BLACK "0.0,0.0,0.0"
DIMGRAY "0.41,0.41,0.41"
DIMGREY "0.41,0.41,0.41"
GRAY "0.50,0.50,0.50"
GREY "0.50,0.50,0.50"
DARKGREY "0.66,0.66,0.66"
DARKGRAY "0.66,0.66,0.66"
SILVER "0.75,0.75,0.75"
LIGHTGRAY "0.83,0.83,0.83"
LIGHTGREY "0.83,0.83,0.83"
GAINSBORO "0.86,0.86,0.86"
WHITESMOKE "0.96,0.96,0.96"
WHITE "1.00,1.00,1.00"
ROSYBROWN "0.74,0.56,0.56"
INDIANRED "0.80,0.36,0.36"
BROWN "0.65,0.16,0.16"
FIREBRICK "0.70,0.13,0.13"
LIGHTCORAL "0.94,0.50,0.50"
MAROON "0.50,0.0,0.0"
DARKRED "0.55,0.0,0.0"
RED "1.00,0.0,0.0"
SNOW "1.00,0.98,0.98"
SALMON "0.98,0.50,0.45"
MISTYROSE "1.00,0.89,0.88"
TOMATO "1.00,0.39,0.28"
DARKSALMON "0.91,0.59,0.48"
ORANGERED "1.00,0.27,0.0"
CORAL "1.00,0.50,0.31"
LIGHTSALMON "1.00,0.63,0.48"
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SIENNA "0.63,0.32,0.18"
CHOCOLATE "0.82,0.41,0.12"

SADDLEBROWN "0.55,0.27,0.7"

SEASHELL "1.00,0.96,0.93"

SANDYBROWN "0.96,0.64,0.38"

PEACHPUFF "1.00,0.85,0.73"

PERU "0.80,0.52,0.25"

LINEN "0.98,0.94,0.90"

DARKORANGE "1.00,0.55,0.0"

BISQUE "1.00,0.89,0.77"

TAN "0.82,0.71,0.55"

BURLYWOOD "0.87,0.72,0.53"

ANTIQUEWHITE "0.98,0.92,0.84"

NAVAJOWHITE "1.00,0.87,0.68"

BLANCHEDALMOND "1.00,0.92,0.80"

PAPAYAWHIP "1.00,0.94,0.84"

MOCCASIN "1.00,0.89,0.71"

WHEAT "0.96,0.87,0.70"

OLDLACE "0.99,0.96,0.90"

ORANGE "1.00,0.65,0.0"

FLORALWHITE "1.00,0.98,0.94"

GOLDENROD "0.85,0.65,0.13"

DARKGOLDENROD "0.72,0.53,0.4" ]
CORNSILK "1.00,0.97,0.86"

GOLD "1.00,0.84,0.0"

KHAKI "0.94,0.90,0.55"

LEMONCHIFFON "1.00,0.98,0.80"

PALEGOLDENROD "0.93,0.91,0.67"

DARKKHAKI "0.74,0.72,0.42"

BEIGE "0.96,0.96,0.86"
LIGHTGOLDENRODYELLOW | "0.98,0.98,0.82"

OLIVE "0.50,0.50,0.0" ]
YELLOW "1.00,1.00,0.0"

LIGHTYELLOW "1.00,1.00,0.88"

IVORY "1.00,1.00,0.94"

OLIVEDRAB '0.42,056,0.14" [
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YELLOWGREEN "0.60,0.80,0.20"
DARKOLIVEGREEN "0.33,0.42,0.18" i
GREENYELLOW "0.68,1.00,0.18"
LAWNGREEN "0.49,0.99,0.0"
CHARTREUSE "0.50,1.00,0.0"
DARKSEAGREEN "0.56,0.74,0.56"
FORESTGREEN "0.13,0.55,0.13"
LIMEGREEN "0.20,0.80,0.20"
LIGHTGREEN "0.56,0.93,0.56"
PALEGREEN "0.60,0.98,0.60"
DARKGREEN "0.0,0.39,0.0"
GREEN "0.0,0.50,0.0"
LIME "0.0,1.00,0.0"
HONEYDEW "0.94,1.00,0.94"
SEAGREEN "0.18,0.55,0.34"
MEDIUMSEAGREEN "0.24,0.70,0.44"
SPRINGGREEN "0.0,1.00,0.50"
MINTCREAM "0.96,1.00,0.98"
MEDIUMSPRINGGREEN "0.0,0.98,0.60"
MEDIUMAQUAMARINE "0.40,0.80,0.67"
AQUAMARINE "0.50,1.00,0.83"
TURQUOISE "0.25,0.88,0.82"
LIGHTSEAGREEN "0.13,0.70,0.67"
MEDIUMTURQUOISE "0.28,0.82,0.80"
DARKSLATEGRAY "0.18,0.31,0.31"
DARKSLATEGREY "0.18,0.31,0.31"
PALETURQUOISE "0.69,0.93,0.93"
TEAL "0.0,0.50,0.50"
DARKCYAN "0.0,0.55,0.55"
AQUA "0.0,1.00,1.00"
CYAN "0.0,1.00,1.00"
LIGHTCYAN "0.88,1.00,1.00"
AZURE "0.94,1.00,1.00"
DARKTURQUOISE "0.0,0.81,0.82"
CADETBLUE '0.37,062063 [
POWDERBLUE "0.69,0.88,0.90"
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LIGHTBLUE "0.68,0.85,0.90"
DEEPSKYBLUE "0.0,0.75,1.00"
SKYBLUE "0.53,0.81,0.92"
LIGHTSKYBLUE "0.53,0.81,0.98"
STEELBLUE "0.27,0.51,0.71"
ALICEBLUE "0.94,0.97,1.00"
SLATEGREY "0.44,0.50,0.56"
SLATEGRAY "0.44,0.50,0.56"
LIGHTSLATEGREY "0.47,0.53,0.60"
LIGHTSLATEGRAY "0.47,0.53,0.60"
DODGERBLUE "0.12,0.56,1.00"
LIGHTSTEELBLUE "0.69,0.77,0.87"
CORNFLOWERBLUE "0.39,0.58,0.93"
ROYALBLUE "0.25,0.41,0.88"
MIDNIGHTBLUE "0.10,0.10,0.44"
LAVENDER "0.90,0.90,0.98"
NAVY "0.0,0.0,0.50"
DARKBLUE "0.0,0.0,0.55"
MEDIUMBLUE "0.0,0.0,0.80"
BLUE "0.0,0.0,1.00"
GHOSTWHITE "0.97,0.97,1.00"
DARKSLATEBLUE "0.28,0.24,0.55"
SLATEBLUE "0.42,0.35,0.80"
MEDIUMSLATEBLUE "0.48,0.41,0.93"
MEDIUMPURPLE "0.58,0.44,0.86"
BLUEVIOLET "0.54,0.17,0.89"
INDIGO "0.29,0.0,0.51"
DARKORCHID "0.60,0.20,0.80"
DARKVIOLET "0.58,0.0,0.83"
MEDIUMORCHID "0.73,0.33,0.83"
THISTLE "0.85,0.75,0.85"
PLUM "0.87,0.63,0.87"
VIOLET "0.93,0.51,0.93"
PURPLE "0.50,0.0,0.50"
DARKMAGENTA "0.55,0.0,0.55"
FUCHSIA "1.00,0.0,1.00"
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MAGENTA "1.00,0.0,1.00"

ORCHID "0.85,0.44,0.84"
MEDIUMVIOLETRED "0.78,0.08,0.52"
DEEPPINK "1.00,0.08,0.58"
HOTPINK "1.00,0.41,0.71"
PALEVIOLETRED "0.86,0.44,0.58"
LAVENDERBLUSH "1.00,0.94,0.96"
CRIMSON "0.86,0.08,0.24"
PINK "1.00,0.75,0.80"
LIGHTPINK "1.00,0.71,0.76"
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